We demonstrate the implementation of quantum cheque, proposed by Roy Moulick and Panigrahi [Quantum Inf. Process (2016) 15: 2475, using the five-qubit IBM quantum computer. Appropriate single qubit, CNOT and Fredkin gates have been implemented for the realization of the quantum cheque transaction in a quantum networked banking system. Quantum state tomography reveals the accuracy of the implementation with comparable results from the theoretical and experimental density matrices.
I. INTRODUCTION
We make use of the free web based interface, IBM Quantum Experience (IBM QE) [1] , to experimentally demonstrate the quantum cheque transaction, proposed by Roy Moulick and Panigrahi [2] . Python Application Programming Interface (API) and Software Development Kit (SDK) [3] , have enabled easy writing of codes and running them on quantum processors. With fast access to the results of an experiment, the IBM QE users can communicate and discuss results with IBM researchers and other users.
IBM QE permits a user easy-connectivity to this cloud [4] based 5-qubit quantum computer, using which a number of quantum algorithms [5] [6] [7] [8] and quantum computational tasks [9] have already been performed. Test of Leggett-Garg [10] and Mermin inequality [11] , quantum teleportation of an unknown single qubit [12] and two qubit state [13] have been reported. Entanglement assisted invariance [14] , non-Abelian braiding of surface code deffects [15] , and entropic uncertainty and measurement reversibility [16] have been illustrated.
A comparison between two architectures for quantum computation [17] and non-destructive discrimination of Bell states [18] have also been experimentally performed. Here, we explicate experimental realization of quantum cheque transaction by implementing the scheme on IBM interface and find the accuracy of quantum state preparation through quantum state tomography.
Establishing long distance quantum communication networks [19, 20] is an active area of research, where a quantum cheque scheme [2] can be potentially used * bkb13ms061@iiserkol.ac.in † aninditabanerjee.physics@gmail.com ‡ pprasanta@iiserkol.ac.in as an alternate for e-Payment Gateways in the field of e-commerce. It can also be considered as the quantum analog of the process of Electronic Data Interchange (EDI) [21] . Recently, practical unforgeable quantum money has been experimentally verified [22, 23] . The experimental demonstration therefore paves the way for designing of the physical devices for this purpose. In this scheme, efficient transactions can be performed by storing quantum states in computers or smart cards, equipped with quantum memories [24, 25] . However, without quantum memory, the transactions can be streamed over the quantum internet [26, 27] or the protocol can be run in real time, with the account holder physically going to the Bank, collecting a quantum cheque book, and then preparing a quantum cheque and issuing to a vendor. The vendor communicates the quantum cheque to the Bank and withdraws money after a successful verification of the cheque. The paper is organized as follows. Section II describes the implementation of quantum gates e.g., CNOT and Fredkin gates in order to design quantum circuits for experimental realization of quantum cheque. Section III explicates the concept of a quantum cheque, following which, the implementation is shown on IBM Interface. Section V demonstrates the accuracy of implementation by performing quantum state tomography. Finally, in section VI, we conclude by summarizing our work and pointing out the future direction for further work.
II. DESIGNING GATES AND SOME PROTOCOLS ON IBM QE
For the implementation of a quantum cheque, one requires Hadamard (H), CNOT gate, the Pauli gates (X, Y and Z) and phase gates (S, S † , T and T † ). Combining some of these gates, a fredkin gate can be constructed, which is used for the verification purposes of a quantum cheque. It is to be noted that, CNOT gate is not accessible to all five qubits on the interface of IBM, because of certain restrictions on the qubits. Protocol-I, depicted in Figure 1 , is used to construct CNOT gate in any order between two qubits. Similarly, Protocol-II, depicted in Figure 2 , is used to swap any two qubits on IBM interface.
FIG. 1.
Protocol-I. Two equivalent quantum circuits showing implementation of CNOT gate in any order between two qubits on IBM interface.
FIG. 2.
Protocol-II. Positioning of three CNOT gates for qubit swapping.
III. QUANTUM CHEQUE
A quantum cheque scheme is composed of three algorithms, Gen, Sign and Verify.
Gen algorithm produces a "cheque book" and a key for the customer, who issues a cheque. Sign algorithm creates a quantum cheque state, QC, and Verify algorithm checks the validity of a cheque. A quantum cheque has mainly three properties, Verifiability, i.e., it can be verified by a Bank's main branch or any of its acting branches, Non-repudiation, i.e, after issuing a cheque, a customer must not be able to disclaim it, and Unforgeability, i.e., a quantum cheque can not be fabricated or it can not be reused.
A. The Quantum Cheque Scheme
The quantum cheque scheme can be described by considering three parties, Alice, Bob and Bank. Here, the Bank is denoted as the main branch, which can have several branches securely connected by a classical channel. In this protocol, only Alice and Bank are considered to be trusted parties, and not necessarily the branches. After a cheque is issued by Alice, Bob goes to Bank or any of its branches to withdraw money.
The following three schemes are followed for a successful quantum cheque transaction.
1. Gen Algorithm: Initially, a shared key, k, is prepared by Alice and the Bank. Then Alice gives her public key, pk, to the Bank and collects her Private Key, sk.
The Bank prepares a set of m number of GHZ states,
where 1 ≤ i ≤ m, along with the respective unique serial number s ∈ {0, 1} n . From every GHZ entangled state, the Bank gives two qubits, named |φ A1 and |φ A2 , and the serial number to Alice, while keeping the third qubit, |φ B , and other information, secretly in a database.
Here, {|φ
, and the Bank carries (id, pk, k, s, {|φ
Alice prepares a random number by using a random number generation procedure, r ← U {0,1} L to sign a cheque of amount M and creates a n-qubit state by using the following one way function [28] ,
where, k and id, are respectively the secret key and the identity of Alice. The symbol '||' concatenates two bit strings.
Alice also prepares m states {|ψ
:m corresponding to the amount M, using the one way function g : {0, 1} * × |0 → |ψ , as
Subsequently, Alice encodes [29] |ψ
with the entangled qubit, |φ (i) A1 after which she performs a Bell measurement on her first two qubits as shown in Figure  3 .
The state of the four qubit entangled system can be written in the following form,
where Figure 3 depicts the encoding procedure of quantum cheque, which is to be repeated m times.
Alice then uses sign algorithm to sign the serial number s as σ ← Sign sk (s), and generates a quantum cheque QC = (id, s, r, σ, M, {|φ 
Swap Test:
The swap test is depicted in Figure  4 , where the measurement of ancilla (first qubit) on a computational basis yields zero if the two states |Ψ and |Ψ ′ are equal. In this case, swap test is said to be successful. However, if the two states are different, then the measurement of ancilla yields both |0 and |1 each associated with some probability. For Ψ|Ψ ′ ≥ λ, the swap test is successful with probability 1+λ 2 2 , and unsuccessful with probability
It is evident that, for the same input states, the swap test is successful with probability 1 and for different outputs, it is successful with probability less than 1. The efficiency of this test can be amplified by repeating it a large number of times.
3. Verify Algorithm: In the verification process, Bob produces the quantum cheque QC at any of the acting branches of the Bank. The branch communicates with the Bank (main branch) to check the validity of the (id, s) pair, and a verification is run by using V rf y pk (σ, s). As described below, the Bank proceeds with the verification process if it finds (id, s) and σ to be valid, otherwise cancels the quantum cheque transaction.
The Bank then measures its qubit, |φ B in Hadamard basis to get |+ or |− as output and conveys the results to the acting branch. The branch applies the appropriate Pauli gate operation on |φ The IBM quantum circuit for generating a quantum cheque state has been depicted in Figure 5 . It is equivalent to the quantum circuit shown in Figure  3 . Though, these two figures appear to be different, their equivalency can be checked by using Protocol-I, Protocol-II and the concept of optimization of circuit. In Figure 5 , the first three qubits are in possession of Alice, the Bank contains the fifth qubit, and the fourth qubit remains unused. Alice uses one of her entangled qubit (2nd qubit), |φ M . Here, this unknown state can not be generated by using the one way function, "g" (section III), since we model only the quantum aspect and for simplicity only assume the g spits out a description of the following state, that is known to the preparation device but unknown to anybody else as [12] ,
It can be computed by operating H, T, H and S gates sequentially on |0 . As this state is now split between Alice's qubit (3rd qubit) and Bank's qubit (5th qubit), measuring the 3rd qubit in computational basis, it is expected to have |0 with probability ≈ 0.85 and |1 with probability ≈ 0.15. The experimental results are tabulated in Table I .
The encoding procedure (as described in section III) should be done m times by using m similar quantum circuits ( Figure 5 ). Through the IBM cloud, it is not possible to create n-qubit quantum state by using a one way function, "f" (section III). So, we have taken two initial states |0 , and |0 for comparison test.
FIG. 6. IBM quantum circuit used to verify the Quantum
Cheque. It is to be noted that a set of two states are to be taken on the second and the third qubit of the above circuit for checking swap test.
The quantum circuits implemented on IBM interface, for quantum cheque verification, is illustrated in Figure  6 , which is equivalent to the circuit shown in Figure 4 . In this case, both the initial states (2nd qubit and 3rd qubit) are taken as, |0 . (See Figure 6) . It is expected to have |0 with probability 1, after measuring the ancilla qubit (1st qubit) in computational basis. The experimental results are illustrated in table II.
Comparing run result and simulated result, shown in tables I and II, run result is found to be less accurate than the simulated result. It is evident that application of a large number of gates increases decoherence of a quantum state and produces more noise in the system. Decoherence and noise due to gates are the key disadvantages for realizing the implementation of a quantum cheque with exact accuracy. We now proceed to carry out state tomography to check how well, the quantum states are prepared in our experiment. We mainly consider two states, quantum cheque state (|φ
, which is to be stored in the quantum cheque, and ancilla state, used in swap test (See Section III). In this process, by comparing both the theoretical and experimental density matrices of a quantum state, the accuracy of implementation can be tested.
State tomography can be explained through a single qubit quantum state, |Ψ = α|0 + β|1 . The theoretical and experimental density matrices of the given state are given by equations 4 and 5 respectively.
and
Here, O = tr(|Ψ Ψ|O), where O = X, Y, and Z. This expectation value can be obtained by rotating the quantum state along O axis and then measuring in computational basis. This can be evaluated as, O = P(0)-P(1), where P(0) and P(1) are the probabilities of outcome 0 and 1 respectively.
The theoretical (ρ It is to be noted that the above experimental density matrices are calculated for running and simulating the experiment 8192 times. For other number of shots (1024 and 4096), similar procedure can be applied to obtain the corresponding density matrices. As mentioned in section IV, by comparing the run, simulated and theoretical density matrices, it can be concluded that, the simulated result provides more accurate information, about the quantum state, as compared to the run results, which is already mentioned in section IV.
VI. CONCLUSION
To conclude, here, we have demonstrated an experimental procedure of quantum cheque transaction in a quantum networked environment. Fredkin gate has been constructed, by using single qubit and CNOT gates, for verification of quantum cheque. The quantum state tomography has been performed to check the accuracy of the implementation. It is observed that the quantum cheque transaction has been carried out with good fidelity.
